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Worries the new doctors can’t 
provide appropriate treatment 

without his medical history

Every moment spent waiting for 
records means unnecessary pain for 

her partner
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85%+
Of adults have have had contact with a 
healthcare professional in the past year.

990m+
Visits to physicians in 2015
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Problem

How do we help people retrieve their 
Protected Health Information (PHI) in an 

hassle-free and timely manner?
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HIPAA

✱ Health Insurance Portability and Accountability Act (1996)

✱ First piece of federal regulation establishing a set of 
national standards for healthcare information transaction

✱ Guarantees patients the right to see and receive a copy of 
their protected health information
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A Complex System: Our Records Infrastructure
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A Complex System: Our Records Infrastructure
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Research
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Understanding the Issue
✱ Background Research

‣ HIPAA Law, HITECH Act

‣ Advocacy Groups

‣ Patient Blogs

‣ News Articles

✱ Experts vs the Everyday User
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 30+  180+
In-person Interviews Online Survey 

Respondents

Most representative of the general 
public

Skewed population reflected in the 
responses received

 6
Expert Interviews

Including patient rights advocates, 
doctors, and healthcare law experts
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Synthesis / Ideation
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Lack of engagement means 
poor health literacy

Concern over discrimination 
and identity theft

Empowerment through 
action

People think about 
healthcare when they need it

Complexity of our healthcare 
system

Must be easily understood 
without  background 

knowledge

Requires no identifiable 
information

Give users agency and 
actionable information

Engages users right at the 
point the moment of need

Works within current systems 
and laws

Insights Intervention
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A simple and intuitive tool that a user can 
engage right at the moment of need, which 

requires no identifiable information, and 
can give personalized and actionable 

answers.

Final Specifications
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Common Standards

Patient Verification Portal

Health App Integration

Health Literacy Quiz

Patient Forum

Chatbot

Doctor / Patient Checklist

One-PagerHospital Rankings

The Footer

Centralized System

Health App Integration

Ideation
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Selecting: Easy Wins

Effort

Im
pa

ct

“Low hanging fruit”
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Selecting: Maximizing Impact

Time

Person’s Health

Healthcare Engagement

Focus: Period of Transition
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Selecting: User Feedback

“ I don’t think I’ll even seek it 
out... I have a CPR refresher 
app on my phone and I haven’t 
opened it since the day I 
downloaded it ”
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Evaluating Ideas

Patient Verification Portal

✱ A technical problem outside our 
scope / collective area of expertise

✱ Requires massive infrastructural 
investment

Health App Integration

✱ Difficult to get 3rd party buy-in

✱ Does not capture seriousness of 
issues

✱ Questions of access for the 
economically disadvantaged

Health Literacy Quiz

✱ No motivation or incentive to 
engage

✱ Doesn’t personalize to individuals 
needs
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Intervention
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HHS Records Retrieval Guide

A step-by-step, plain language 
guide for exercising your rights to 
access healthcare records
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Request 
Records

Request 
Denied

Search For 
Answers

A Current User’s Journey

Questionable 
Source

Too Complex

Irrelevant

HKS DPI 663: Tech and Innovation in Government | Team HHS Tuesday May 14th 2019 24



healthit.gov

aafa.org

myhealthrecord.com

hhs.gov

Current Solutions
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From HHS
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From HHS
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Simplifying the Process  
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Request 
Records

Request 
Denied

Search For 
Answers

HHS Record 
Retrieval 
Guide

Resolution

A Future User’s Journey
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Actionable Outcomes
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https://docs.google.com/file/d/1c-PdlgXwjocMj0pFal3vBP30qCPq7fMZ/preview


So… Why This?

Clear, plain language

Non-invasive questions

Communication templates, 
tips and resources

Answering the question as it 
comes

No infrastructural or 
legislative change needed

Must be easily understood 
without  background 

knowledge

Requires no identifiable 
information

Give users agency and 
actionable information

Engages users right at the 
point the moment of need

Works within current systems 
and laws
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Intervention(s)

HKS DPI 663: Tech and Innovation in Government | Team HHS Tuesday May 14th 2019 33



The Footer
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Doctors / Patient’s Checklist
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Search Engine Optimization (SEO)
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Building A Network of Interventions

Empowered and 
Engaged Patients Informed Patients

Improved SEO

Patient / Doctor Checklists

Record Retrieval Guide

Nudges
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The Broader Issues

Finding 
Providers

Broken 
Marketplace

Affording 
Care

Accessing 
Records
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Thank You!
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Appendix
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Where to Implement Our Tool
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Prototyping
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Prototyping
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Prototyping
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I think it helps, but the patient needs to know 
to go access this site somehow before they call 
the hospital and get upset.

I like how it leads you question by question rather than 
being presented as a form where you fill out all of the 
information on one page.

Overall the functionality was very simple which I liked 
but and provided me with a quick solution vs. a long 
response and waiting period.

It's also good that the rules were included, so the 
student knows that the records can still be 
emailed to him/her and he/she doesn't have to 
physically go to the hospital.

“ ”

“

“

“

”

”

”

User-Testing the Troubleshooting Guide
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Data Collection Details 
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Experts

Interviewed 6 experts in the 
fields of healthcare data, 
patient advocacy, EHS and 
HIPAA Law

Daniel Sands MD 
Co-founder, Society for 
Participatory Medicine

Deven McGraw
Chief Regulatory Officer, 
Ciitizen 

Regina Holliday
Patient rights advocate
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Being hacked is inevitable

Complaints about lack of 
information infrastructure

People in great health don’t 
care about health history

Fear of Discrimination
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I had to drive across town twice to get my child’s 
record, when the doctor had moved and I was 
forced to leave the practice.

My doctors wouldn’t talk to each other, so I had to go 
through many visits and repeat tests for a single issue.

I asked for my health information from a well known, 
large DC hospital and NEVER got a response.

Old records were not available to get copies of.
But they were important and relevant to my current 
recently diagnosed situation.

“ ”

“

“

“

”

”

”

Online Survey Stories
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User Interview Details
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Locations
● Harvard Square
● Smith Center
● South Station
● Cambridgeside Mall

Length: 15-30 minutes

Question Topics (Followed This Template)
● Demographics
● Interaction with healthcare system
● Thoughts on records
● Changes they would like to see
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Without transparency of data, and being an 
informed consumer, you can’t stop bad things 
from happening to you.

UPMC sends so much stuff to be honest. The 
information is there all of the time. I don’t really know 
and I don’t have any interest to be frank.

I’m still under the impression that it would be a ream 
of paper” (in reference to her old medical records)

It is their medical record, and we are just holding 
their medical record for them. But it’s the medical 
record they own.

“ ”

“

“

“

”

”

”

User  Interview Quotes
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Provider’s Perspective 
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The Patient Experience...Visualized
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Ideal Patient Experience

Illness Primary Care 
Physician Specialist Healthy / 

Managed

Diagnosis

Treatment
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Out of Network

Illness Primary Care 
Physician Specialist Healthy / 

Managed

Diagnosis

Treatment
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Second Opinion

Illness Primary Care 
Physician

Specialist

Diagnosis

Healthy / 
Managed

Specialist

Diagnosis

Treatment

HKS DPI 663: Tech and Innovation in Government | Team HHS Tuesday May 14th 2019 57



Emergency

Illness Emergency Room Healthy / 
Managed

Diagnosis

Treatment

Primary Care 
Physician

HKS DPI 663: Tech and Innovation in Government | Team HHS Tuesday May 14th 2019 58


